YT1Bepxaaro

N.0. AnpekKTo

nOpFI,EI,OK opraHn3auunun 3alllnTbl OCTYIMa K CETU |/|HTepHeT

O6Lme NonoXeHns

Llenblo  co3gaHMst CUCTEMbl aHTUBMPYCHOW 3aluuTbl  sBNseTcs o0becnevyeHue
3aWMLLLEeHHOCTM MH(OPMALNOHHO-KOMMYHUKaLMOHHOW cuctembl (ganee MKC) ot
BO3EeNCTBUA pa3/IMYHOro poja BPeAOHOCHbIX NPOrpaMmM M HeCaHKLMOHMPOBAHHbIX
MacCOBbIX  MOYTOBbIX  pPaccbl/ioK, MpedoTBpalleHMs WX  BHeApeHus B
NH(OPMaLNOHHbIE CUCTEMbI, BbISBMIEHUS XU 6e30NacHOro yaaneHus n3 CUCTeM B
cflyyae nonagaHus, a Takxe (uabTpaumm AOCTyna nosib3oBaTenien YupexaeHums K
HeNnpPoOAYKTUBHbLIM VIHTEpHET-pecypcam M KOHTPONS X 3/IEKTPOHHOM NePernunucku.
OcHoBononaratoWwMMn TpeboBaHUAMM K CUCTEME aHTUBMUPYCHOM 3awmTel MKOY
«lymckaa COLLU» aBnawoTca:
- peweHune 3afayM aHTUBUPYCHOW 3aluTbl AO/HKHO OCYLLECTBNAATHCA B 0OLEM
Buge. CpefcTBO 3alUUTbl HE LO/MKHO OKasblBaTb MPOTUBOLENCTBME KOHKPETHOMY
BMPYCY WX Tpynne BUPYCOB, MNPOTUBOAENCTBME [OMKHO OKa3blBaTbCA B
NPeAnONOXEeHUAX, YTO BUPYC MOXET ObITb 3aHECEH Ha KOMMbOTep U 0 Bupyce (0
ero CTpykType (B 4aCTHOCTW, CUTHaType) M BO3MOXHbIX AENCTBMAX) HUYEro He
N3BECTHO;
- pelLeHMne 3afayn aHTUBUPYCHOM 3aLUUTbI AO/HKHO OCYLLECTBMATLCA B peasibHOM
BPEMEHWN.
- MeponpuaTtuns, Hanpae/ieHHble Ha pelleHne 3a4ay No aHTUBMPYCHON 3aLiuTe:
yCTaHOBKa TOJ/IbKO JIMLEH3UPOBAHHOrO0 MNporpaMMHoOro obecneyveHus nmbo
becnnatHoe aHTUBMPYCHOE MporpamMHoe obecneyeHue, uayliee B KOMMJIEKTE C
NOANMHHON onepayuoHHoM cuctemont (Tuna Microsoft Security Essentials (ceTb go
10 pabounx ctaHuwmin) nnn Microsoft Forefront Endpoint Protection (ceTb 6onee 10
pabounx ctaHumii)), nogaep>xxusaroLlee paboTy € MOAb30BATE/ILCKAMU NPODUIAMN.

perynsipHoe O06HOBNEHWE W eXefAHeBHble NpPounNaKTUYeCKne MNPOBEPKU
(>kenatenbHO B Hepaboyee HOYHOE BPeMs);
- HenpepbIBHbIA KOHTPO/Ib Haj BCEMM BO3MOXHbLIMW MYTAMU MNPOHUKHOBEHUA
BPEAOHOCHbIX  MPOrpaMMm,  MOHUTOPWHI  aHTUBMPYCHOW  6e3omacHoCTM U
obHapy)XXeHVe [OeCTPYKTUBHOW aKTMBHOCTM BPEAOHOCHbIX MNporpaMMm Ha BceX
o6bvekTax NKC;

eXeAHEBHbIN  aHanu3, paHXupoBaHMe W  MpefoTBpalleHne  yrpos

pacnpocTpaHeHUs U BO3AEWCTBMA BPELOHOCHbIX MpPOrpamMm MyTeM BblABIEHUS
ySI3BMMOCTen ncnonb3yemoro 8 MIKC onepayyMoHHOro nporpaMmHoro obecrneyeHus
N CeTeBbIX YCTPOWCTB M YCTpaHeHUsA 0OHapy>XeHHbIX Le(PEKTOB B COOTBETCTBUN C



AaHHbIMU nocTaBsLiMKa NporpaMmMHoOro obecneyeHus 7 ApYyrunx
cneymnann3npoBaHHbIX 3KCMEPTHbIX aHTUBUPYCHbLIX CNyX6.

npoBefeHne MpoUNaKTUYeCKUX MeponpuATUA No NpefoTBpaLLeHUD 1
OrFpaHMYEHNI0 BUPYCHBbIX 3NUAEMWIA, BKIKOYaKOLWMX 3arpy3Ky W pasBepTbiBaHMe
cneyuanbHbIX NpaBun HelTpanuiaumm (OTPaXKEHWUIO, M30M1ALUKM U NNKBUAALMN)
BPeAOHOCHbIX NporpamM Ha OCHOBE peKOMeHauuin Mo KOHTPOJI  aTak,
NMoAroTaB/MBaeMbIX pa3paboTUMKOM CPeAcTB 3aliUTbl OT BPEAOHOCHbLIX MPorpamMm
N APYrMMU cneunann3npoBaHHbIMWN 3KCMEPTHLIMU aHTUBUPYCHbIMU CyX6amn [0
TOro, Kak OyayT BbIMyLleHbl (aiinibl UCMPaBieHNn, NPU3HAKOB N aHTUBUPYCHbIX
CUTHaTYp.

- NMpoBejeHne perynspHbIX NPOBEPOK LLe/IOCTHOCTU KPUTUYECKM BAXKHbIX NPOrpaMm
N faHHbIX. Hannune nuwHMX (ainnoB un cnejosB HecaHKLMOHNUPOBAHHOTO BHECEHUA
N3MEHEHWI [O/HKHO ObITb 3aperncTpMpoBaHO B XXYpHase 1 pacciefoBaHo;

BHELLUHNE HOCUTENW WHMOPMALUN HEU3BECTHOrO MPOUCXOXAEHUS Ccrefyet
NMPOBepATb Ha HaIMYMe BUPYCOB 40 UX UCMOMb30BaHUS;

HeobXoAMMO CTPOro npuAepXueaTbCA YCTAHOB/IEHHbLIX npouesyp no
YBEAOM/IEHUIO O C/yyasax MopaXxeHns aBTOMaTU3NMPOBAHHOW WHKMOPMAaLMOHHOM
cpefbl KOMMNbIOTEPHBIMU BUPYCaAMU 1 MPUHATUIO MEP MO NMKBUAALMM NOCNeACTBUI
OT UX NPOHMUKHOBEHMUS,

- cneflyeT UMETb MNnaHbl obecrievyeHus GecriepeboMHON paboTbl AN C/yyaes
BMPYCHOIo 3apaKeHwWsi, B TOM U4WC/ie MaHbl Pe3epBHOr0 KOMUPOBAHUA BCeX
HeOOXOANMbBIX AaHHbLIX W MPOrpamM U UX BOCCTAHOB/IEHUSA. DTU Mepbl 0COOGEHHO
BaXHbl AN CeTeBbIX (annoBbIX CEpPBEPOB, MOAAEPXMBAKOWMX  6O/bLUOE
KO/INYeCTBO paboymx CTaHUMA.

TexHO/0rMyecKne NHCTPYKLUMHn

11. B MKOY «lWymckaa COLU»  pykoBoautenem HasHayaeTca nuUoO,
OTBETCTBEHHOE 32 AHTUBUPYCHYH 3alUUTYy, B [AO/MKHOCTHbIE WHCTPYKUUW AN1A
KOTOPOro [AO/MKHbI 6bITb NPOMMUCaHbl MOPSAOK AENCTBUS B Mepuof BUPYCHBIX
aNMAeMuiA, NOPAAOK [AEWCTBUA MPU BO3HUKHOBEHMUM BHELITATHbIX CUTYyauuid,
CBA3AHHbIX C PaboTOCNOCOOGHOCTLIO CPEACTB aHTUBMPYCHOW 3aliMTbl, MOPALAOK
[JEeNCTBUA ANA yCTpaHeHUs MOCNeACTBUA 3apaXKeHWin . B NMpoTUMBHOM cryyae BcA
OTBETCTBEHHOCTb 3a o06ecneyeHMe aHTUBUPYCHOW  3aWMTbl  JIOKUTCA  Ha
pyKOBOAUTENSA .

1.2. B MKOY «lUymckaa COLU» MOXeT Mcnonb3oBaTbCA TO/ILKO NULEH3NOHHOE
aHTUBUPYCHOe MporpaMmHoe obecnevyeHne nmM60 CBOOGOAHO-pacnpocTpaHseMoe
nporpaMMHoe obecneyeHue.

1.3. O6Aa3aTeqlbHOMY aHTMBUPYCHOMY KOHTPO/O MOANEXUT Ntobasd nHpopmauus
(TekcToBble (hainibl MO6bLIX (opmaTos, (aibl AaHHbIX, UCNOMHAEMble (anbl,
MoYTOBbIE COOOLLEHNS), NONyYaemas U NepejaBaemas no Tef1eKOMMYHUKaLNOHHbIM
KaHasiaM CBfA3M, a TakXe WHpopMaums, HaxofAawasacsd Ha CbeMHbIX HOCUTENsX
(MarHuMTHBIX AOuckax, neHtax, CD-ROM, DVD, flash-Hakonutenax wn T.Mm.).
KoHTponb ucxopdawein nHhopMauum Heob6Xo4MMO MPOBOAUTHL HEMOCPeACTBEHHO
nepes apxXvMBMpoBaHNEM N OTNPABKOW (3aMMCbi0 HA CbeMHbIA HOCUTESb).

14. ®ainbl, nomewaemble B 3/IEKTPOHHbLIA apxus, [AOMKHbI B 0653aTe/IbHOM
nopaaKe NPOXoANTb aHTUBUPYCHbLIA KOHTPOSIb.



2. TpeboBaHMA K NPOBELEHMNIO MEPOMNPUATUIA MO aHTUBUPYCHON 3aLLnTe

2.1. B Hauyane paboTbl Mpu 3arpy3ke KOMMNbOTepa B aBTOMATMYECKOM pexume
[0/IKHO BbIMONHATLCS 0OHOB/IEHNE aHTMBUPYCHbLIX 6a3 1 CepBepoB.

2.2. Tepnogmnyeckme rnpoBePKN 3MEKTPOHHBIX apXMBOB LO/HKHbI MPOBOAUTLCA He
peXe O4HOro pasa B HeAento, AaHHble, pPacnoioXXeHHble Ha paboymx CTaHUMsaX
nonb3oBatesiel - exegHeBHO, B HOYHOE BPeMS MO pacnmcaHuto.

2.3. BHeouepegHO  aHTMBUPYCHbIN  KOHTPO/Ib  BCEX AUCKOB W (painos
NMepcoHasibHOro KOMMboTEpPa AOXKEH BbIMOHATLCA:

2.3.1. HenocpeacTBeHHO Mocne  YCTaHOBKM  (M3MEHEHMA)  MNpPOorpamMHOro
obecreyeHnss KOMMNbOTEPaA A0/HKHA ObITh BbIMO/IHEHA aHTUBMPYCHAsA NMpoBepKa Ha
cepsepax U nepcoHasibHbIX KOMMbIOTEPaX YUpexxaeHus.

2.3.2. Tlpn BO3HWKHOBEHWUW MOLO3PEHUS HA Ha/M4yMe KOMMbIOTEPHOro BMpyca
(HeTMnnyHasa paboTa nporpamm, nosiBfieHNe rpauyecknx u 3BYKOBbIX 3(h(PEKTOB,
NCKaXXEHWUW [aHHbIX, nponagaHue aiioB, 4acToe MosABeHME COOOLEeHNn o
CUCTEMHbIX OLIMOKaxX 1 T.N.).

2.3.3. Tpy oTnpaBke U NOAYYEHUN 3NEKTPOHHOW MOYTblI ONepaTop 3/1eKTPOHHOW
MoyTbl 0653aH MPOBEPUTb 3NEKTPOHHbIE MUCbMA W WX BJIOXKEHUSA Ha Hann4yue
BUPYCOB.

2.4. B cnyyae 06Hapy>XeHMs 3apaXKeHHbIX BuUpycamu (hainioB MM 3NEKTPOHHbIX
Mucem nosib3oBaTteniv 06a3aHbl:

2.4.1. TlpnocTaHOBUTL PaboTy.

2.4.2. HemeaneHHO NOCTaBUTb B U3BECTHOCTb O (DaKTe 0OHAPYXXeHUS 3apaXKeHHbIX
BMPYCOM (palifioB OTBETCTBEHHOrO 3a ob6ecneyeHWe aHTUBMPYCHON 3awnTbl ( B
C/lyyae ero OTCYTCTBMA - AUPEKTOPA) YUpexaeHns.

2.4.3. COBMeCTHO C BnajenblLem 3apaXKeHHbIX BUPYCOM (haisioB NPOBECTU aHaIn3
Heo6X0ANUMOCTN AaNbHENLIEro UX UCMONb30BaHUS.

2.4.4. TIpoBeCTU NleYeHMe NN YHUUTOXEHNE 3apaXKeHHbIX (halinos.

3. OTBETCTBEHHOCTb

3.1. OTBETCTBEHHOCTb 3a OpraHM3auuilo aHTUBUPYCHOW 3alMTbl BO3naraeTcs Ha
pykosoantens MKOY «lLLymckaa COLU» navm nuuo, UM HasHauyeHHoe.

3.2. OTBETCTBEHHOCTb 3a MPOBefeHNe MepPonpuATUIA aHTUBMPYCHOIO KOHTPO/SA B
YupexaeHuu BO3/1araercs Ha OTBETCTBEHHOIO 3a
obecneyeHme aHTUMBUPYCHOWN 3aliuTbl, cobntofeHne TpeboBaHUI HaCTOALWEN
WHCTpyKuMn npu paboTe Ha NepcoHanbHbIX PaboymMx CTaHUMAX BO3naraeTca Ha
nonb3oBaTefied AaHHbIX CTaHUMA wayM  nefjarora, OTBevarwlero 3a paboTy
KOMMbIOTEPHOro Knacca.

3.3. TlepnoOfMYECKNn KOHTPOSIb 3a COCTOSSHUEM aAHTUBMPYCHOMW 3aliUTbl B
YupexxaeHun oCyLLeCTBAAETCA PYKOBOAUTENEM U (DUKCUPYeTCAa AKTOM MPOBEpPKU
(He pexxe 1pa3 B KBapTan).





